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$ cd /Oracle/Middleware/wlserver 10.3/server/lib

$ java -cp weblogicjar  weblogic.version

FERREE R, WEREAAAN T R ME S, MBI, R B os:

[ rootGO7@localhost 1ib]$ java -cp weblogic.jar weblogic.version
WeblLogic Server 10.3.6.0 Tue Nov 15 08:52:36 PST 2011 1441650
Jse 'weblogic.version -verbose' to get subsystem information

Use 'weblogic.utils.Versions' to get version informatior

;I-ZOt::I:e*!:alcc alhost 1ib)$ |}
2. T3 PriCAs il

Nmap T H AR [ WebLogic T3 WMXHIFIHEMIAS, AIHMIIT S T3 k351
WebLogic AL, AUl F:

nmap -n -v -Pn  —sV [FEHEEMEEHBIE] -p7001,7002 --script=weblogic-t3-info.nse

WS EZAE s, HARITE 1 T3 Bl H. WebLogic fRASEZFEMVE HIZ A,
UERAA RN BB 23T I 2 aab T, AR R IR DR -



# nmap -v 172.16.1.128 -p7001,7002 --script=weblogic-t3-info.ns

Starting Nmap 7.60 ( https://nmap.org ) at 2018-084-19 19:87 CST
NSE: Loaded 1 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 19:07

Completed NSE at 19:07, 0.00s elapsed

Initiating ARP Ping S5can at 19:07

Scanning 172.16.1.128 (1 port)

Completed ARP Ping Scan at 19:07, 0.29s elapsed (1 total hosts)
Initiating Parallel DNS resolution of at 19:07

Completed Parallel DNS resolution of 1 host. at 19:07, 0.02s elapsed
Initiating SYN Stealth Scan at 19:07

Scanning 172.16.1.128 [2 ports])

Discovered open port 7002/tcp on 172.16.1.128

Discovered open port 7001/tcp on 172.16.1.128

Completed SYN Stealth Scan at 19:07, 0.85s elapsed (2 total ports)
NSE: Script scanning 172.16.1.128.

Initiating NSE at 19:0/

Completed NSE at 19:07, 4.90s elapsed

Nmap scan report for 172.16.1.128

Host is up (0.00061s latency).

PORT STATE SERVICE

7001/tcp open afsl.callback

| weblogic-t3-infa: T3 protocol in use (WebLogic version: 10.3.6.0)
7002/tcp open afs3-prserver

MAC Address: 00:0C:29:4C:79:FC (VMware)

NSE: Script Post-scanning.

Initiating NSE at 19:07

Completed NSE at 19:07, 0.00s elapsed

Read data files from: /usr/bin/../share/nmap

Nmap done: 1 IP address (1 host up) scanned in 7.59 seconds
Rni packets sent: 3 (116B) | Rcvd: 3 (116B)
4
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WebLogic Server #2ft T4 H
weblogic. security. net. ConnectionFilterImpl HIERINEREMILESS, MiERH
RS T A A NEERE, Al ORI IR AR I E R, X T3 K T3s WSl AT
Yy iSRS R

1. #E N\ WebLogic ##ill &, 7E base domain FIFCE TUHIH, #BEN “24” ik
TR, s “ImkdR” , BEAGERI G AR A
ORACLE Webloge Server :
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2. fEIEEEIHIE S 4 N : weblogic. security. net. ConnectionFilterImpl,
225 UL N5k, (R 28 M) A C BT S A SE BRI O R



127.0.0.1 * * allow t3 t3s
AHLIP ** allow t3 t3s

FIFIARIAIIP * * allow t3 t3s
** * deny t3 t3s

ORACLE mesisge Server®
e L] b { - W A e I me pw
fAPCEEBED
I —

- .

i

-
5 EE &5 W Bf e Eees

-
e L D

RIS MNFEIAN T target localAddress localPort action protocols, E:

- target ISE— M EEZ N EIFIERIRSEE.

- localAddress AJFE X RS =RAVENIMNE. WIFREEA—TES (M), WRENCREREEMES
its 1P BhE, )

- localPort FEMRSHIEALTRYIRO, MREETES, WEERENEREZERSHE ERETRA
B9iw0).

- action ISEEHITRVRIE, (B "allow” B¢ “deny” . )

- protocols BEH{TILACRIMNBFIR, (BRIEE FFIEP—MY: http, https, t3, t3s, gio
p. giops. dcom & ftp, ) MRFEMIMY, NIFFEHMEGS—MHINIIT

3. ARAF IR N A AL, # I E BT 5 3l WebLogic A% (F & WebLogic HR%%
2 FEOL S W, VRN PP XSS, BEEATEAE) o B Windows 5N
fl, 5 RS AP BR AR

BENIRFTAE H 35 R bin H3%, £ Windows £ 48 F1iZ4T stopWebLogic. cmd
AR WebLogic fR%%, Linux RGEHUZEST stopWebLogic. sh 3



C:\Oracle\Middlevare\user projectsidomainsibas

Name =~ | Ex... |

. nodemanager

. server_migration

.. service_migration
%) setDomainEnv. emd cmd
__ setDomainEnv. sh sh

) startManagedfeblogic. emd  emd
| startManagedfebLogic. sh sh

5,lstartWeblogic. emd cmd
|_|start¥ebLogic. sh sh
E; stopManagedfeblogic. emd emd

.sh sh

4.2 2K 1oP ¥l

Size | A
{folder> -
{folder> --
{folder> -

11,689 -
13,246 -
3,386 -
3,191 -
5,944 -
5687 -
2,54 —

2,417

F P AT i 56 A TTOP B s BEL T A H TIOP Whill il i Beity, #8AE 0T
1F WebLogic il &, EFE “Hss” —> “AdminServer” —> “WpX” , HUH “/3

H TI0P” f/a)ik. FHE S WebLogic TiH, [HHCE A%

ORACLE Weblogic Server® Administration Console

Bano @ == am asa ) 28 W Q BP. webloge 3811 base doman
ARPACSROD 17 USRS  FEBEE . Adwaterver
ag
ESERAE Sefies Srchsxe
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